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Risk level and impact of a cybersecurity incident

Business organisation Industry

Business disruption Environmental damages
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Newly technological challenges

Industrial control systems are not isolated anymore
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Newly technological challenges

Modern Industrial Control Systems are communicating over TCP/IP
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Newly technological challenges

Industrial Control Systems are running generic OS
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Facts & constraints

Support legacy systems, lifetime of components
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Facts & constraints

Patching industrial control systems is pain!
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Facts & constraints

Lack of awareness
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More Advisories

Advisory (ICSA-16-075-01) ' e :

Siemens SIMATIC S7-1200 CPU Protection Mechanism Failure
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International policy context

ENISA, the EU agency for Network and Information Security
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Protecting Industrial Control Systems. Recommendations for Europe and Member States

Protecting Industrial Control Systems.

. Recommended publications
Recommendations for Europe and Member States 5

Communication network dependencies

ICS SCADA The report describes the current situation of for ICS/SCADA Systems
Industrial Control Systems security and proposes ., ENISA is continuing the work on -
Kaywords seven recommendations to improve it. The g Copinicatig IO g
Resilience recommendations call for the creation of the Fﬁependen:ies In |ndu§tri§| . ., L] ;_‘!
infrastructures, focusing in this
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national and pan-European ICS security
strategies, the development of a Good Practices
Guide on the ICS security, fostering awareness
and education as well as research activities or the
establishment of a common test bed and ICS-
computer emergency respanse capabilities.

Published December 14, 2011
Language English

Download
PDF document, 1.44 MB

case on ICS/SCADA systems and...

Published on February 01, 2017

Analysis of ICS-SCADA Cyber Security Maturity
Levels in

Certification of Cyber Security skills of
ICS/SCADA...

Good Practices for an EU ICS Testing Coordination
Capability
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International policy context

US NIST, Special Publication (NIST SP) - 800-82 Rev 2
N
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NIST Releases Update of Industrial Control Systems Security
Guide

June 05, 2015

The National Institute of Standards and

Share
) Technology (NIST) has issued the second ita ORGANIZATIONS
f revision toits t t
\Q, sst Itincludes new Lrwp_lrmc.nrmL.\l:o.’nlow o
v guidance on how to tailor traditional IT security Intelligent Systems Division

controls to accommodate unique ICS
performance, reliability and safety
requirements, as well as updates to sections on
threats and vulnerabilities, risk management,
recommended practices, security architectures
and security capabilities and tools.

RELATED CONTENT

NIST Seeks Comments on Major Revision to
Industrial Control Systems Security Guide

Downloaded more than 3 million times since its
initial release in 2006, the ICS security guide
advises on how to reduce the vulnerability of edit: EdicrovectorShutserstock EL Highlights May 2014
computer-controlled industrial systems to

malicious attacks, equipment failures, errors, inadequate malware protection and other threats.
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International policy context

Directive (EU) 2016/1148 of 6 July 2016
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Commission and it's priorities Policies, information and services

European Commission > Strategy > Digital Single Market >

Digital Single Market

The Directive on security of network and
information systems (NIS Directive)

QOver the past few years, the European Commission has adopted a series of measures to raise Europe's
preparedness to ward off cyber incidents. The NIS Directive is the first piece of EU-wide legislation on
cybersecurity.

The Directive on security of network and information systems [2 (the

NIS Directive) was adopted by the European Parliament on 6 July
2016. European Commission Vice-President Andrus Ansip, responsible
for the Digital Single Market, and Commissioner Giinther H. Oettinger,
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Stay Iin touch

EU Science Hub: ec.europa.eu/Zjrc

Twitter: @EU _ScienceHub
Facebook: EU Science Hub - Joint Research Centre

LinkedIn: Joint Research Centre
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