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Risk level and impact of a cybersecurity incident

Business organisation Industry

Business disruption
Lost of reputation
Leak of information

Environmental damages
Staff and public health
Societal impact
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Newly technological challenges
Industrial control systems are not isolated anymore

© US DHS ICS-CERT, 2017

© Fortinet, Inc. , 2000-2017
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Newly technological challenges
Modern Industrial Control Systems are communicating over TCP/IP

© US DHS ICS-CERT

© PLC Academy, 2015
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Newly technological challenges
Industrial Control Systems are running generic OS

© RGB Spectrum, 2017
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Facts & constraints
Support legacy systems, lifetime of components

© SNCF, 2017
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Facts & constraints
Patching industrial control systems is pain!

© Rousselet Robatel, 2017
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Facts & constraints
Lack of awareness

© US DHS ICS-CERT, 2017 © Siemens AG, 2017
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International policy context
ENISA, the EU agency for Network and Information Security 

© ENISA, 2017

© Siemens AG, 2017
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International policy context
US NIST, Special Publication (NIST SP) - 800-82 Rev 2

© ENISA, 2017

© Siemens AG, 2017
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International policy context
Directive (EU) 2016/1148 of 6 July 2016

© Siemens AG, 2017
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Stay in touch

•EU Science Hub: ec.europa.eu/jrc

•Twitter: @EU_ScienceHub

•Facebook: EU Science Hub - Joint Research Centre

•LinkedIn: Joint Research Centre

•YouTube: EU Science Hub


